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KOHCIIERT «I0BeJeHHe B TPYAOBbIX ROJIVIEKTHBAX OCHOBHBIX
MOIIEHHHYEeCKHX CXCM»

CtpemMurensHoe BHE/peHue B [I0BCEHEBHYIO AKU3HD
TH(MOPMALIHOHHO-KOMMYHHKALIHOHHBIX TEXHOIOIHH, B TOM YHCIC Pa3IM4HBIX
CEPBHCOB YAQJIEHHOTO JOCTYIIA, 3a [TOC/IeHHE IO/Ibl, TPHBEJIO K CYLICCTBEHHOMY
POCTY 3aperHcTpHPOBAHHBIX KHOGPMOIIICHHHYECTB, KAK Ha TEPPUTOPHH peruoHa
TaK U 110 CTPaHe B LIEJIOM.

3HaunATENbHAsT YacTh TAaKWX [IPEeCTYIVIEHHH COBepLIaeTcs JIHIaMH,
BIAJCIOIMMHE  [I€PeJOBEIMH  METOMAMH «COLMalbHOH HHKeHepuw». Kak
[[PABHIIO, CXEMbI XHIIEHUH BBIMISIST eIy I0UIHM 00pa3soM:

Cnocod
JKeprse 3BonsT uepe3 meccenkep «Boruan, Baiidep u 1.0.»

MoOIIeHHHKH, MPEeCTABNIAACEL COTPYAHHKAMM CilykObl 0e30IacHOCTH
OaHKa 3BOHAT KJIMEHTY H COOOMIAIOT, 4TO HeOOXOIMMO NPOH3BECTH 3aMEHY
HoMepa [NPHKPENIeHHOrO K JIMIIEBOMY CHETy, YTOOBl [PeJOTBPATHTH
MoIIeHHHUeckne JedicTBus. JlHS 9JTOro mpeanaraercs yCTAaHOBHTHL — Ha
MoOHIBHLI Testedon mpuioxerus «RustDesk» u «Zoomy».

IMpunoxenns «RustDesk» u  «Zoom» MO3BONSIOT  MOILICHHHKAM
JUCTAHLHOHHO YIPaBiasiTh MOOHIBHBIM Telle()OHOM JKEPTBBI, H OTKpPLIBATH
nputoxenus «Onaiy OaHKkay.

[lpu BBOsme mnapois B npuioxkeHnd «Ownnaiin Oanka» y KEPTBBI
nponssonsTes cicanns BCEX neHeXHBIX CpeacTs.

Compyonuxu 0OAHKO8 He 360HAM KIUEHIAM Hepe3 Meccenoicepsl
«Bomuany, «Baiioep» «Tenezpam» u ne npediazaiom CKA4HEaAms pa3iuible
APUIOHCCHUA U RPOZPAMMODL.

Cnoco0
XHILEeHHSI IEHEKHBIX CPEACTB ¢ HCMOIB30BAHHEM IIPHJIOKEHUSI-CePBHCA
«BlaBlaCar, ABUTO, IOJIA u 1.1.»

[lpu coBepuleHHH TIPECTYIIHHS, 3JIOYMBIULICHHUKH — HCIONL3YIOT
opunmansHei  calT hips:y/www.blablacar.ru (mpunoxkenuss cMmapTgoH Ha
Android, I0S), B KoTOpoM CO3HAIOT aKKayHT HECYILECTBYIOIIEro JHIA
((peliKoBbIiT), [peIararoIero YCIyry MepeBO3KH 11acCakMupoB, MIAC YKa3blBalOT
MappyT nepeasnxenns. [Tpu nosiBileHHH KJIKMEHTa Ha YKa3aHHOe Hanpas/icHUe
W YTOYHEHME BPEMEHH M YCIOBHH MOE3JKH, 3JI0YMBIIIICHHHK 101 Pa3THIHBIMU
NpeioraMy, TpejnaraetT YHTH W3 O(HUIHaIBHOrO cajita Ha oOlieHHe B
meccenmkepsl (Botuan, BaliGep), B KOTOPBIX KIHEHTY HPeaiaracTcs OIiaTHTh
Moe3AKy, sKoOsl Ha opunHamsHOM caifte. [locne nmomyuenns cornacus KIHEHTa,
eMy 1[I0 CpeJCTBOM MeECCeHXKepa, IIOCTYNAeT CChlIKa Ha TOAICIbHbIH
(hHIIMHIOBBIH) caliT, IpH Mepexo/ie Mo KOTOPOH, OTKPLIBAETCS «OKHO» OTIATHI




BHEIIIHE CXOKHM ¢ OGHIHATBHBIM CaHTOM, L€ 3N0YMBLIIUIEHHHE npeaiaraet
BHECTH PEKBH3UTHI OaHKOBCKOI KapThli IUIST OILIATHL MOE3IKH. Ilocne BBOJA
PEKBU3HTOB [IPOHCXOHUT CIHCAHAE [eHEKHBIX CPEICTB, a «(peHKOoBbIH» akKayHT
yIAJIeTCs.

He nepexooume RO CCOLIKAM U He noxudaiime oQuUUaIbIbie CAllmol
HPWLOJCEH L, YOObl He CHLAHTD JHcepmeoii MOUIEHHUKOG.

Cnocod
XUM{eH s 0eHeNHCHBIX cpedcne noo npeosiozom npuodpemenus OuIemoe
¢ meamp (Kunomeamp)

[Ipu cosepUICHHH MPECTYNICHUA, 37TOYMBILIIIEHHHKH UCTIONB3YIOT caiT
3HaxkoMcTB « THHIEP», C IIOMOIILI0 KOTOPOro, 3HAKOMATCA ¢ MOJIOJIBIMH JTHOIBLMH.
Jlasiee, O PA3MHYHBIMEU TIPETOraMH, 3TOYMBIIJIEHHHK TIpe/iaraeT nepenTn
75t manpHeHniero OOIIeHHsS B MECCEHJIKEP «TenerpaMm», rje NpeiaraeT
roTepreslieMy I[OHTH B Tearp, KHHO win na xouuept. Ilocie mnomyqeHHA
coracHs, [oTepreBleMy IO CPE/ICTBOM MecceHKepa, TOCTyIaeT CChlIKa Ha
OIS/ IbHBINA (pUITHHTOBBIH) caliT, mpH Iepexoae IO KOTOpPOil, OTKPBIBAETCS
KOKHO» OIIAThl BHEIIHE CXOKHM C o(uIHAIBHBIM CAHTOM OUNeTHBIX Kace, rjie
rnoTeprieBIKH BHOCHT PEKBH3NTDI GaHKOBCKOI KapThl AUt ormarsl. [locne BBOJA
PEKBH3MTOB [TPOHCXO/HT crpcanue JIeHeKHBIX CPeJICTB, a «(heliKoBbIi» aKKayHT
y 1aJsieTcs.

Cnocod
7KepTBy 00BHHSIIOT B FOCH HICHE 32 NeHeKHbIe MepeBoaAbl B HOAL3Y BCY,
1160 3BOHKH OT COTPYAHHKOB MPaBOOXPAHHTEILHBIX OpranoBn
NBLITAIOIINXCS MPEIOTBPATHTE HE3aROHHOE odopm/ieHHe KpeIHTa.

MoLIeHHMKA 3BOHAT KIHEHTY H  IPEACTaBlAtoTCA COTpyAHHKaMH
HOTHIINH, CJIEICTBEHHOTO KOMHTET?, TPOKYpaTyphl HiH dCB. Coobuaror, 4To
COTpY/THUK OaHKa, B KOTOPOM obcTyKMBaeTCA KITHEHT, yKpall ero riepcoHaNbHbIC
qaHHbIC 1 OCYIIECTBISIET € €0 CHeTa NepPEBOLBI B MOJIb3Y apmuy YKpauHbl. A TaK
ke OTBETCTBEHHOCTD JIGKHT Ha BIIA/Ie/Ible KAPTRI, KIMCHT MOJKeT ObITh OOBHHEH
B TOCYapCTBEHHON H3MEHE, 38 HTO CMY rpo3uT A0 20 JieT JIHICHNS ¢BOOOBL.

3areM MOILEHHUKH IIPE/ICTaBIAIOTCH cnyx60i 0e30MacHOCTH OaHKa #
yOeKIaI0T KIMEHTa NEePEeBOIUTL ACHBIN Ha MX cueTa M maxe OpaTb KpeauThl,
MOTHBHpYS 3TO TeM, YTO TaK OHH CMOTYT BEIUMCIUTH MPECTYITHUKa BHYTPH
OaHKa.

CompyOHuKU RPAGOOXPAHUMETbIbIY CHIPYKIIYp HUK0204 He 360HAM
2paANHCOUHAM € HEHIO obezonacumop UX OAHKosCKUe cuemd.

Cnocod
3apaGoToK HAa pa3IHIHBIX HHTEepPHEeT-IJ10IAl0K
(Bup:xa, [a3HpOMHHBECTHTIHH H T.1.)

[pakaHe CaMOCTOATENBHO, HEPE3 uHTepHET JMOO, UYepe3 3BOHOK
0CYMIECTBIACMBIH 370YMBILITTIEHHHKAMH, CTAaHOBATCH yYaCTHUKAMH Pa3IHIHbIX
HBECTHITHOHHEIX TpoekToB. MX yOeKIaoT TOyJ4acTBOBaTh B BBLITOIHBIX
HHBECTHLMSX H TIOJNYYHTH OTPOMHYIO npubBbLIE, 3aperncTpupoBas aKKayHT Ha



DIIEKTPOHHOM  TOprosoil 1jolnagke (Oupske), KoTopas sSKOObI — HMeeT
opuIHaIbHBIA CTATYC, ONHAKO SBISETCH AMYJSTOPOM. Tak ke COTPYAHHKH
OPraHH3aluH yOeKIAroT IpazklaHuHa, 4To OyAyT KOHCYJBTHPOBATL €r0 B XOJe
TOProB H T'OBOPHUTE, KOI'/la COBEPIUUTH MOKYNKY WM NPOAAXKY AKTHBOB, YTOObI
CJEJIKH MapaHTUPOBaHO TPHHOCHIN [PpUOLLIL. B rpoliecce TOProB rpaxiaiuHy
JIal0T BO3MOKHOCTE HEMHOIO 3apadoTaTh U BLIBECTH Ha CBOM OAHKOBCKHI CYeT,
HeboubLIyIO cyMMy aeHer. [Tocre yero, ¢ Lesbio nosiyueHus ene 60iee BhICOKHX
JMBUICHIIOB  [peUlaraloT  IepeBecTH  Ha  [OJAKOHTPOJbHBIE  CHeTa
3JIOYMBIIIJICHHHKOB KPyITHBIe cyMMbI JeHer. Korja yenoBek namepeH BEIBECTH
MOJNYYEHHYIO0 NPHOBUIB, €My [0J PA3HYHBIMU IPEIJIOraMH OTKAa3bIBAIOT U
yOeK/al0T COBEPILIUTL ellleé HECKOJbKO I'apaHTHPOBAHHO BBITOIAHBIX CAEJIOK, B
pe3ynbTaTe KOTOPBIX HHUYEI'O HE I10/103PEeBAlOUIHI TpayKJIaHUH, IMOJ( MOJHBIM
KOHTpPOJIEM OPOKepOB, COBepLIAeT 3aBe/I0MO YOBITOUHBIE OTIEpPAIHH H TEPSIET BCe
HAKOILIeHHS C JIMLIEBOIO cyeTa.

IIpu oonapysicenuu 6 cemu UHMEPHEM PEKAAMbL HO OOHOTHUMENbIHOMY
3APADOMKY  HA  PAZIUMHBIX  DUPIICEGHIN  RAamhopmax, 3HAUmMe IO
Mmowennurku. He nepexooume wna Oannvie caiimoi, umodvl He CcHamo
HCEPHIGOH MOUICHH UKOG.

Cnocob
Coobmenune o B3jiome Eqnnoro nopraja rocyaaperseHHbIX H
MYHHUIHNAJTBHBIX YCJIYT

OIHHM U3 PacIPOCTPAHEHHBIX CIIOCOOOB XHIIEHHI JEHEKHBIX CPEACTB B
MOCTeHee BpeMs SBISACTCA IMMOJYyUeHUE HECAHKIIMOHMPOBAHHOTO JOCTYNa K
TMYHOMY KaOuHeTy nonesoBatens cepsuca «locyciyru». XKeprse nocrynaer
3BOHOK OT 3JI0yMBIIIIEHHHKE, KOTOPLIH MPEACTABISCTCS OMEPATOPOM CIYKObI
MOIePKKH Enunaoro noprana rocy 1apcTBEHHBIX H MYHHITHIAILHBIX YCIYT, IIe
coo0I@eTess 0 TOM, 4YITO MPOM30LIE] HEMPAaBOMEPHBIH JOCTYI K JIHYHOMY
KaOMHETY, M Ul [PEAOTBPALICHHS HEOOXOAHMO COOOUINTE MMOCTYIIAIONIHE HA
Tene(OH IpaklaHHHA COOTBeTCTBYIOINHE KOAbL IIpH COOOLIGHHH KOJIOB
3710YMBILUIEHHHKH TOJYYAlOT JOCTYIl KO BCeM CepBHCaM IOpTajla ¢ aKKayHTa
KEPTBBI H HMEIOT BO3MOKHOCTE MOJAaTh 3asABKY Ha OQOpPMIICHHE U TOJyUeHHs
KpeIInTa ¢ MOCTIe/IyIOIIMM MePeBOJOM AeHEKHBIX CPeACTB Ha I0KOHTPOIbLHBIC
cuera.

Compyonuxu EOunozo nopmaia 20cydapcmeennsix u Mynuunaibislx
yeaye(Tocyeayen)  HuUK020a  He  360HAM  2pANCOAHAM  C  HETbIO
HeCAUKYUOHUPOGANIIOZ0  Qocmyna K JauuHomy  kaounemy. Cozinacno
UHCIPYRUUL U BPEOOCHIABIACMBIX YCTIY2, HOJIb30GAINENL CAM OCYH{CCHIGIACHT
360HKU 6 CIIYIHCOY HOOOEPHCKU ROpmMaLa.

Cnocoo
HCEPMBE 360HAM HPEICABAAAC COMPYOHUKAMU ONEPAMIOPOE COMOBCOIL
ceszu «bunain, Tene2, MTC, Mezaghon n n.o.».
MormennuKy mpeacTaBisisich COTPYAHHKAMH ONEpaTopa COTOBOI CBS3H H
co00LIaoT, YT0 HEOOXOAMMO OOHOBHTH NPHIOKEHHE ONEPATOPA CBSA3H HIH



VIY9IIUTL TapuHb M1aH, Ui 3TOr0 HEOOXOHHMO CKayaTh NpOrpaMmy
KOoTOpas TIO3BOJAT BHECTH BBIIEYKa3aHHble —H3MeHeHus. [t  9TOro
[pe/naraeTcs yCTaHOBHTE Ha MOOW/IbHBIH Tele(OH NPHIIOKEHHS «RustDesk» u
«Zoomy. Ilpunoxenus «RustDesk» u «Zoom» [NO3BOISIOT MOIICHHHKAM
JIACTAHIIMOHHO YIIPABISATE MOOWIIBHBIM TeJe()OHOM JKepPTBBI, M OTKDBIBATH
npunokerust «OHIaiH 6aHKay», ¢ UETbIO XHIICHHS TEHEKHBIX CPE/ICTB.

CompyOonuru OREPAmopPos COMOGOI C6A3U He 360HAM KIUeHmaM ¢
HPeOaoICeHUAMU YCMAHOGUMb RPOZPAMMIL0e o0ecneuen e Ha meaedon. Ilpu
HOCHYRICHUNE MAKUX 360HKO8 HE0OX00UMO OMIKIOHUNTG 6bI306, UMIOObI He
CIIAIMb HCEPIMGOH MOUIEHH UKOG.

Cnocoo
scepmee 360HAM Yepes meccenoxncep «Terezpamnmn.

MOILIEHHUKH TIPEJICTABISIIOTCS  PYKOBOJMTEISIMH  TOCY/IapCTBEHHLIX  H
KOMMEpYECKHX OpraHu3alui, e OCYLIECTBISIOT TPYLOBYIO JEATEILHOCTDL
rpakiane M COOOIIAIOT, 94TO WM MOCTYIHT 3BOHOK OT MpeiCcTaBUTENeH
pasmaHbIx clyx0 «OCh, MBI, Munucrepcrsa [Octuumu, Ilpoxypatypbl,
Llenrpanbioro GaHka W T.JL.», yYKa3aHHs KOTOPBIX HEODXOAMMO BBHITIONHHUTH
HesaMe/UTHTeNbHO. [IpH MOCTYILUIEHHW 3BOHKA OT BBILICYKA3aHHBIX CITyxKO,
sKepTBe COOOIIAIOT O TOM, YTO HEOOXOJUMO MPOBECTH MAHHIYISIHHA [0 BCCM
UMEIOLIUMCS OaHKOBCKHMM cyeTaM M KapTaM, HaxoAsSUIMMCs B T0JIb30BAHHH
rpakaad. B mpouecce  oOmaHa  Ha  MOTEPHEBUIETO ohOopMIIAIOTCS
MHOTOMUJTMOHHBIE  KpeAuThl. JlaHHble [OeHCTBHS TMPHBEAYT K XHIICHHIO
JIeHeKHBIX CPeJICTB KaK JMYHBIX, TAK U KPeJIUTHBIX.

[pu nocmynienuu coobuenuii uepes meccenoyicepvl «Bomuany,
«Baitbepy, «Terespammy om pykogooume.ieli 0peanu3ayuil suatime, umo Bac
ROLAIOMCA 00MaHymo, u noxumume Bauwiu oenesicivie cpeocmen. 4mo ovt
He CHanb JIcepmeoi OAHHOI HPECHYHHOI CXeMbl, 0 6CeX ROCHYAUEUILX
MaKozo  pooa  COOOWEHUAX — HE3AMEOTUMETbHO  QOKIA0bI6aAmD  CE0CMY
HEROCPEOCHEEeHHOMY PYKOGOOCHEBY.

OO0OI MexmyHununaisHoro ynpasienns MBJI Poccnn
«BonrojioHckoe»



